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CHAPTER 1 ABOUT THIS TECHNICAL PUBLICATION

1. INTRODUCTION

This Installation Guide describes how to install and configure the NE-ONE Cloud Appliance on the
Amazon Web Services (AWS) cloud computing platform, and is intended for administrator users with
knowledge of AWS.

2. ASSOCIATED DOCUMENTS
This Installation Guide refers to the NE-ONE User and Administration Guide.

3. DOCUMENTATION CONVENTIONS

The following conventions are used in the text of this document to distinguish particular types of
information:

3-1. Special emphasis in text

The following table shows the types of emphasis used to distinguish particular elements in the text of
this document:

Bold Graphical user interface (GUI) elements such as buttons, tiles, panels, menu items,
fields, radio buttons, check boxes, etc.
Command names, variable values, field values and executables.

Italic Document names, external references to other documents, internal references and
hyper links.
Monospace File names, pathnames, variable names,

File contents, program output, code examples, and command line interface (CLI)
examples / syntax.

Monospace bold Commands and text that users are instructed to enter at the keyboard.

3-2. User interface conventions

The following conventions are used:

« All button options are represented with the word on the button in bold font.
For example, the Next button is represented as Next.
All menu options are represented with the option name in bold. For example, the Connect option is
represented as Connect.

« When an instruction to select a menu option is given, the path to the menu option is represented with
the menu options in bold typeface and each level separated by a greater than symbol (>).
For example, to select the Open command from the File menu you will be instructed to select the File
> Open command.

3-3. Entering and typing
Depending on the situation, you may be instructed to type or enter a command or string of text. When
you are required to press the return key after typing a command or string of text, the actual command or
string of text is prefixed by enter or entering. For example, in a command line interface (CLI) you are
instructed as follows:

Change to the temp directory by entering:



cd temp
In some cases you are not required to press the return key after typing a command or string of text, for

example:

« field entries in a graphical user interface (GUI)

« typing a menu option in a CLI which does not require you to press the return key.

In these cases you are instructed to type the appropriate command or string of text. For example, to
specify your name in a GUI field you are instructed as follows:

Type your first name in the First Name field.

3-4. Mouse Buttons
It is assumed that the left mouse button is the primary one.

3-5. Definition of Notices and Notes

Used for instructions to the user to prevent damage to property.

Used to draw attention to information that is important for the user to know.

4. CONTACT INFORMATION

If you need to contact Calnex regarding the installation or use of the NE-ONE, please do so using the
following channels:

Postal Address Calnex Solutions plc
Oracle Campus
Linlithgow
West Lothian EH49 7LR
United Kingdom

Telephone (Calnex EMEA and other regions) +44 (0)1799 252 200
Telephone (Calnex Americas) +1 888-448-4366
Global support email support@ne-one.com

Website http://www.ne-one.com



http://www.ne-one.com

CHAPTER 2 INSTALLATION

The instructions in this chapter describe how to create and configure the NE-ONE Cloud Appliance using
the AWS Virtual Private Cloud (VPC), the EC2 Amazon Elastic Compute Cloud instance, and the Amazon
Machine Image (AMI).

For brevity the term "NE-ONE Cloud Appliance" is referred to as NE-ONE in the rest of this
chapter.

1. PREREQUISITES
For the NE-ONE to function as expected, the following AWS services are required:
« AVPC.

+ At least 3 Subnets (i.e. a Subnet for the NE-ONE's Management port, and a Subnet for each of the
licensed hardware ports on the NE-ONE).

The number of Subnets you require vary according to the number of licensed ports you have with
your NE-ONE. For example, an NE-ONE with four licensed hardware ports will require 5 Subnets
(i.e. one Subnet for the Management port, and one Subnet for each of the licensed hardware
ports).

« Either an Internet Gateway or VPN access into your VPC.
» Security Groups configured to allow the relevant connections to the NE-ONE.
The procedures in the sections below describe the configuration of these required services along with

the NE-ONE.

All of the procedures in the sections below assume that you are logged in to AWS.

All of the procedures in the sections below assume that you have the New EC2 Experience and
New VPC Experience switches activated within AWS.



1-1. Installation Overview
lMustration 1 provides the installation overview of the NE-ONE on AWS, highlighting the order in which
you must undertake the different installation procedures. In order to understand the context of the
installation of the NE-ONE on AWS, also review the example functional overview in NE-ONE Functional
Overview on page 8.
ILLUSTRATION 1 - INSTALLATION OVERVIEW

Configure Network (Network Configuration on page 11)
« Create VPC (VPC Configurationon page 11)
« Create Subnets for each NE-ONE port (Subnet Configuration on page 13)
« Create Security Group(s) (Security Groups on page 15)

v

Configure EC2 (EC2 Configuration on page 17)
« Create Network Interfaces (Create Network Interfaces on page 17)
« Deploy NE-ONE AMI (Deploy the NE-ONE AM/on page 20)
o Attach Network Interfaces (Attach the Network Interfaces to the NE-ONE EC2 Instance on
page 26)
v

Make NE-ONE Web Interface accessible
(Making the NE-ONE Web Interface Accessible on page 28)

« Create Internet Gateway (Creating the Internet Gateway on page 28)
« Assign Elastic IP address to management port (Assigning an Elastic IP address on page 30)

1-2. NE-ONE Functional Overview

HMustration 2 shows a high-level functional overview of the NE-ONE. The NE-ONE has a powerful and
intuitive Web Interface with different pages, allowing admin users to administer all aspects of the NE-
ONE, and allowing non-admin users to create and run Software Defined Test Networks (SDTNs) for
network application testing purposes.



ILLUSTRATION 2 - HIGH-LEVEL FUNCTIONAL OVERVIEW OF THE NE-ONE

| Management port used for Web Interface and CLI access
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| Hardware ports used to test network applications (must be pingable using ICMP - IPv4)

Traffic cannot pass between the management port and hardware ports.

The asterisk (*) in /lustration 2indicates that some or all of the Web Interface is associated with a
premium feature. For more information about the NE-ONE Web Interface, refer to the NE-ONE
User and Administration Guide.

In the example of /llustration 2, two hardware ports are licensed. In this example, for the installation
sections below):

« The two hardware ports will have Subnets called VLAN1O (IPv4 CIDR Block: 10.0.10.0/24 Subnet)
and VLANZ20 (IPv4 CIDR Block: 10.0.20.0/24 Subnet) created, respectively.

+ The Management port will be have a Subnet called Management (IPv4 CIDR Block: 10.0.100.0/24
Subnet) created.

« A Security Group and applied to the Network Interfaces will be set up allowing the following traffic to
pass

o HTTP - this will be used by the NE-ONE Web Interface

o« HTTPS - this will be used by the NE-ONE Web Interface

+ Custom UDP - 161 - this will be used by the NE-ONE SNMP Client
« SSH -this will be used by the NE-ONE Command Line Interface



« AIlICMP - IPv4 - this allows you to ping all the hardware ports on the NE-ONE

« The two hardware ports will have Network Interfaces created for them, will be named Port O and Port
1, and will have the Security Group applied to them.

If the license for your NE-ONE has more than two licensed hardware ports, you must create
Subnets and Network Interfaces for each of the licensed hardware ports.

By default the EC2 already has one default Network Interface automatically created for it, whose
description is called the Primary network interface. This Network Interface will not be changed
in our example, and is used for the Management port of the NE-ONE.



2. NETWORK CONFIGURATION

You may already have your AWS network configured. However, Calnex recommend that you still follow
this section to ensure your current AWS network configuration is compatible with the NE-ONE.

2-1. VPC Configuration

The first element required as part of the installation for NE-ONE in AWS is to create a VPC in which to
contain all parts of your test environment.

1. Click the Services drop-down menu.

2. From the variety of different services provided, select VPC from within the Networking & Content
Delivery.

aws Q

& S3

(I} Business Applications

Compute Networking & Content Delivery

7 Containers

API Gateway

Build, Deploy and Manage APls

Customer Enablement
E Database
AWS App Mesh

Easily monitor and control microservices

Developer Tools
= End User Computing

| Front-end Web & Mobile AWS Cloud Map

Build a dynamic map of your cloud
% Game Development

> Internet of Things CloudFront

) ) Global Content Delivery Network
Machine Learning

Management & Direct Connect
Governance Dedicated Network Connection to AWS

Media Services
Global Accelerator

Improve your application’s availability and performance using the AWS Global
Network

Migration & Transfer

Route 53

£B Quantum Technologies Scalable DNS and Domain Name Regjistration
=3 Robotics

Satellite

Isolated Cloud Resources

T Security, Identity, &
Compliance Amazon VPC IP Address Manager

Managed IP address management service

2, storage

You can search for VPC either by finding it under the Networking & Content Delivery category
or by using the search bar.
On the left hand side of the screen is a sidebar, which allows you to navigate around the VPC service
screen.



3. Onthe VPC sidebar click on Your VPCs.
© tiewrcpperene Your VPCs (1) o [ createvec |

1

VPC Dashboard Q )

G2 Glotsl View Name v VPCID v State v IPv4 CIDR v IPV6 CIDR v DHCP optionsset ¥ Main route table v Main

Fiter by VPC:

A NE-ONE VPC Vpc-05f6b12be6dd6635b © Available 10.000/16 - dopt-b33598da rtb-0cc5e262b06354b90 ack-0¢
Selecta VPC

VIRTUAL PRIVATE
cLoun

Your VPCs
Subnets

Route Tables
Internet Gateways

Egress Only Internet
Gateways

Carrier Gateways

DHCP Options Sets

Elastic IPs
Select a VPC above
Managed Prefix Lists

Endpoints

Endpoint Services

4. Click on the Create VPC button in the top right of the AWS interface to launch the Create VPC
wizard.

5. From the VPC settings page that appears, do the following:
VPC settings

Resources to create Info
12 VPC resource or create VPC, subnets, etc.

Create anly

©Q VPConly WPC, subnets, etc.

Name tag - optional

Creates a &

Mame' and a value that you specify.

MNE-OMNE WPC

IPv4 CIDR block Info
© IPv4 CIDR manual input
IPAM-allocated IPv4 CIDR block

IPva CIDR
10,0.0.0/16

IPv6 CIDR block Info

© NoIPvs CIDR block
IPAM-allocated IPvE CIDR block
Amazon-provided I1Pw6 CIDR block
IPv6 CIDR owned by me

Tenancy Info

Default v

1 AWS resource. Each tag consists of a key and an optional valuwe. You can use tags to search and filter

Key Value - optional

Q, Mame X Q, ME-OME VPC X

You can add 49 mare tags.

« Ensure that the default VPC only radio button is enabled.

+ Inthe Name tag field, type an appropriate name. In our example, type NE-ONE VPC, although any
recognizable name can be used.

« Leave the default IPv4 CIDR manual input radio button selected, and specify an appropriate
private IP address range in the IPv4 CIDR field. In our example, 10.0.0.0/16 is used in the IPv4



CIDR field for the VPC address range, however any private IP address range can be used.
« Leave the default IPv6 CIDR block radio button selected.
« Leave the Tenancy drop-down field set to Default.

6. Click Create VPC to create the VPC.

The VPC is created and you are automatically taken to the VPC overview page for the newly created

Ne, © You successfully ereated vpe-05f6b12be6dde635b / NE-ONE VPC X

vpe-05f6b12be6dd6635b / NE-ONE VPC

10000/16

O 589416388752

1000.0/16 © Associate

Once the VPC is created, configure the Subnets according to Subnet Configuration.

2-2. Subnet Configuration

Once a VPC is created according to VPC Configuration, you can create the Subnets used as part of the
environment as described below.

You must specify the different Subnets that will be used by the NE-ONE, including a Management
Subnet along with a Subnet for each Network Interface you want to use for the hardware ports on the
NE-ONE.

In the example below, the following three Subnets are created:

Management

IPv4 CIDR Block: 10.0.100.0/24
VLAN10

IPv4 CIDR Block: 10.0.10.0/24
VLANZ20

IPv4 CIDR Block: 10.0.20.0/24

The IP range of these Subnets must be found within the VPC's range and not overlap.

Availability zones can be left default to be automatically assigned or assigned manually.



1. Click Subnets from within the sidebar.

Q il @

Name v sunetip v st v wec v kwaor v mecor v AulablePwaddeses v Aalabltyzoe v AvilbiityZoneld v Networkbord

No subnet fou

,

Endpoint Sarvices o E®

2. Click the Create subnet button to launch the Subnet Creation Wizard.
VPC

VRCID

il

Create subnets in this VPC.

vpc-05F6b12bebdd6635b (NE-ONE VPC) v

Associated VPC CIDRs
IPv4 CIDRs
10.0.0.0/16

Subnet settings
Specify the CIDR blocks and Awailability Zone for the subnet

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Mame’ and a value that you specify.

The name can be up to 256 characters long.

Availability Zone Info

Cho in which your subnet will reside, or let Amazon choose one for you.

Mo preference v
IPv4 CIDR block Info

Q

¥ Tags - optional
No tags associated with the resource.

You can add 50 more tags.

Add new subnet

3. From the Subnet Creation Wizard that appears, ensure that the correct VPC ID is selected (i.e. the
VPC ID will contain the name that you created in VPC Configuration (in our example, NE-ONE VPC)),
then click the Add new subnet button twice to create two addition Subnets in addition to the initial
sole Subnet. Three Subnets will now exist within the Subnet settings section.

4. From the Subnet creation wizard that appears, in the Subnet settings section, do the following:



a. Inthe Subnet 1 of 3 section, Subnet name field, type Management for the Subnet name.

b. In the Subnet 1 of 3 section, IPv4 CIDR block field, type 10.0.100.0/24 for the
Management'’s Subnet.

c. Inthe Subnet 2 of 3 section, Subnet name field, type VLAN10 for the Subnet name.

d. In the Subnet 2 of 3 section, IPv4 CIDR block field, type 10.0.10.0/24 for the VLAN1O's
Subnet.

e. Inthe Subnet 3 of 3 section, Subnet name field, type VLAN20 for the Subnet name.

f. In the Subnet 3 of 3 section, IPv4 CIDR block field, type 10.0.20.0/24 for the VLAN20's
Subnet.

5. Click the Create subnet button to create the three Subnets that you defined in step 4.

2-3. Security Groups

By default, all traffic is blocked on a VPC (i.e. there are no inbound rules defined), and no traffic can pass
until you create a Security Group with appropriate inbound rules allowing appropriate NE-ONE related
traffic to pass.
At this point we would be able to go and connect to any appliances in the VPC, however even though the
networking is established, you must alter the security rules to allow traffic into the VPC. You can do this
by going into Security Groups and assigning rules as required, for this we are going to allow global
access into all ports.
This first Security Group will act as the main Security Group for the NE-ONE's Management port. This is
how we connect to the NE-ONE via SSH as well as the Web Interface.
1. Click Security Groups in the sidebar, then click the Create security group button.

The Create security group page appears.

Create security group we

Basic details

:
5 =
5 =
:
ol =

2. Give the security group a recognizable name and a description to match the purpose, as follows:



b.

In the Security group name field, type an appropriate security group name (e.g. in our example,
type NE-ONE SG).

In the Description field, type an appropriate description (e.g. in our example, type Allows
access to NE-ONE).

. Under Inbound Rules, click the Add rule button for each of the inbound rule types that you want to

add, and add the following inbound rules:

HTTP - this will be used by the NE-ONE Web Interface

HTTPS - this will be used by the NE-ONE Web Interface

Custom UDP - 161 - this will be used by the NE-ONE SNMP Client

SSH -this will be used by the NE-ONE Command Line Interface

Al ICMP - IPv4 - this allows you to ping all the test interfaces (test ports) on the NE-ONE

. Under Outbound Rules, leave the default values (i.e. Type set to All traffic, and Destination set to
Custom).

. Once you have finished creating all the inbound rules, click Create security group.

For the source, in our example above, we have used 0.0.0.0/0 to allow traffic of these types from
all sources. If you want to limit access to the NE-ONE to specific IP address ranges, use those
ranges instead.

These are the minimum requirements for the NE-ONE to function, however certain functionalities
within the GUI may require further ports to be added. Documentation on this can be found within
the product or by contacting support@ne-one.com.

For Network Interfaces other than the management interface on the NE-ONE, the Inbound Rules
will depend on the types of traffic you are sending to the NE-ONE. Enabling ICMP - IPv4 will allow
you to ping those interfaces.

Calnex recommend setting up additional security groups for these other Network Interfaces to
limit the types of traffic that can access them, but for this example we will use the same (first)
Security Group for simplicity.



3. EC2 CONFIGURATION

3-1. Create Network Interfaces
The next step is to configure the Network Interfaces, which will allow you to connect to the NE-ONE
along with connecting your other applications for testing.

You must create a Network Interface for each Subnet that you previously created in Subnet
Configuration on page 13, other than the Management Subnet, giving it a recognizable name and
assigning it the Security Group that you previously created in Security Groups on page 15.

In the example below, the following Network Interfaces are created:
« PortO
Subnet : VLAN10O
Security Group : NE-ONE SG
« Portl
Subnet : VLAN20
Security Group : NE-ONE SG
To do this, perform the following steps:
1. Click the Services drop-down menu.
2. From the variety of different services provided, select EC2 from within the Compute category.

Q

[ AWS Cost Management

s Blockchain C om p ute
il Business Applications

AWS App Runner

Build and run production web applications at scale
= Containers

® Customer Enablement

E Database

eveloper Tools

=5 End User Computing
[] Front-end Web & Mobile

7% Game Development

nternet of Things
Machine Learning

Management &
Governance

> Media Services
> Migration & Transfer

2> Networking & Content

Delivery

Batch

Fully managed batch processing at any scale

Virtual Servers in the Cloud

EC2 Image Builder

A managed service to automate build, customize and deploy 05 images

Elastic Beanstalk

Run and Manage Web Apps

Lambda

Run Code without Thinking about Servers

Lightsail (2

Launch and Manage Virtual Private Servers

AWS Outposts

You can search for EC2 either by finding it under the Compute category or by using the search bar.



3. From the EC2 sidebar, click on Network Interfaces under Network and Security.
¥ Network & Security

Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

4. For each of the Network Interfaces that you want to create, click on Create Network Interface, then
do the following in the Network Interface Creation Wizard that appears:

Details infe

Description - optional

A descriptive name for the network intesface.
Part 0
Subnet
The subnet in which to create the network interface

Q, subnet-0e7250e9f0cccbS7a x

Private IPv4 address

The private [Py
O Auto-assign

ress to asign to the network interface.
Custom

Elastic Fabric Adapter

Enable

» Advanced settings

Security groups (1/2) nfo

Q 1 @
Group ID s Group name v Description
59-07a50307bdée01b04 MNE-OME 5G Allows access to NE-OME
5g-081b451770c4c2bb2 default default VPC security group

Tags - optional
A tag s a label th,
2BS0UrCeEs oF Eras

source. Each tag consists of a key and an optional value. You can wse tags to search and filter

WS

Mo tags associated with the resource.

You can add 50 more tags

a. In the Description field, type an appropriate description. For consistency with the hardware
versions of the NE-ONE and the terms used within the documentation, Calnex recommend that
you use Port O, Port 1, etc.

In our example, type Port O for the Subnet VLAN1O you previously created in Subnet
Configurationon page 13.

In our example, type Port 1 for the Subnet VLAN20 you previously created in Subnet



Configurationon page 13.

b. In the Subnet field, type the appropriate Subnet name to search for and select the Subnet that
you previously created in Subnet Configurationon page 13.
In our example, for the Port O description, search for and select the Subnet VLAN10.
In our example, for the Port 1 description, search for and select the Subnet VLANZ20.

c. Inthe Security groups area, tick the check box associated with the NE-ONE SG Security Group
that you previously created in Security Groups on page 15.

d. Click Create network interface.
The newly created Network Interface gets added to the EC2 within the Network Interfaces area
under Network and Security.

:

o]

yyyyyy

ads635b [ euwest-22

5. In order for the newly created Network Interface to pass packets over the NE-ONE, you must disable
source/destination checking. To disable source/destination checking, do the following for each of the
newly created Network Interfaces:

a. Select the newly created Network Interface, click on Actions in the top right, and select Change
source/dest. check.

Change source/destination check b4
Metwork interface
eni-007c7746a0a317f2d

Source/destination check

Enable

b. From the Change source/destination check dialog box that appears, untick the Enable check
box.

c. Click Save.

The Network Interfaces are now set up, and you are ready to deploy the NE-ONE AMI.



3-2. Deploy the NE-ONE AMI
Now that the VPC has been set up with all the appropriate Subnets, Network Interfaces, and Security
Groups, you must deploy the NE-ONE AMI on to them, using the steps described below.

1. Go to the AWS Market Place (Attps;//aws.amazon.com/marketplace), and in the search bar, search
for NE-ONE.

7 aws marketplace

About ~

Categories ~

Delivery Methods ~

ne-onel

Solutions v AWSIQ v Resources v

Hello, tom v

Partners  SellinAWS Marketplace  Amazon Web Services Home  Help.

2. From the results that appear, click on the NE-ONE Iink.‘

o aws marketplace

About ~

Categories ~

Delivery Methods ~

Solutions v AWSIQ v Resources ~

Hello, tom v

Sellin AWS Marketplace  Amazon Web Services Home  Help

Refine results ne-one (1 result) sho 3 ®
Did you mean net one, new one?
Categories Sort By: Relevance v
Infrastruct
DevOps ( ONE  NE-ONE
By iTrinegy | Ver 202201699
¥ Delivery methods Whether you are rolling out an enterprise business critical application like SAP or SharePoint,
Amazon Machine Image (1) consolidating data centers, evaluating SD-WAN, VDI or WAN Optimization products, moving to the
Cloud, or testing a new mobile app, NE-ONE provides organizations with a way to create real-
world
v Publisher
iTrinegy (1) >

3. From the Product Overview page that appears, click Continue to Subscribe.

w7 aws marketplace

About ~

Categories ~

DeliveryMethods ~  Solutions ~  AWSIQ ~  Resources ~

Hello, tom v

Partners  SellinAWS Marketplace  Amazon Web Services Home  Help.

NE-ONE Continue to Subscribe
ONEl « e Ramove
NE-ONE all u to create a Test Network (satellite, WAN, Cloud, mobile, WiFi, DSL, etc)
where you have complete control over the network topology and conditions including ypical Total Price
~ Show more $0.17/hr
Linux/Unix
few Detat

Overview g ]

Product Overview

Whether you are rolling out an enterprise business critical application like SAP or
SharePoint, consolidating data centers, evaluating SD-WAN, VDI or WAN
Optimization products, moving to the Cloud, or testing a new mobile app, NE
ONE Enterprise provides organizations with a way to create real-world network
conditions in which to analyze, predict and verify application performance before
deploying into potentially challenging network environments

At the heart of NE-ONE is its intelligent user interface which is designed to make
setting up and running a real world test network achievable in a few minutes.
NE-ONE eliminates the need to spend hours leaming complex tools with
cumbersome tabular interfaces and scripting. Instead, just use your preferred
browser (no plug-in required) and choose from the Network Topology Wizard,

Scenario Builder or built-in templates to get started

One of the most important elements of the NE-ONE Enterprise is ts range of
analysis features providing you with a clear view of application performance over
the test network, saving you valuable time.

NE-ONE Enterprise provides a rich multi-layered programmable architecture,
allowing control of everything from individual packets to the automation of the
entire Software Defined Test Network. Power users can choose from a number of
ways to connect external tools or applications that allow the creation of custom

applications or the automation of repetitive tasks.

fighlights

« Model any network topology including point-to-point,
point-to-point dual hop, hub-and-spoke or mesh.

Built-in database of networks, GEO locations and
settings to choose from

Using the Network Scenario Builder and Player drag
and drop network experiences to create real-world
network situations that mimic train journeys, walking
around a city, rain fade, ship-to-shore, congested
networks and hundreds more.

4. From the Subscribe to this software page that appears, click Accept Terms.

&7 aws marketplace

About ~

While the subscription is being processed, the Continue to Configuration button

Categories ~  DeliveryMethods ~  Solutions ~  AWSIQ ~  Resources +

ONE Ne-oNE

t Detai Subscribe

Subscribe to this software

Hello, tom v

Partners  Sellin AWS Marketplace  Amazon Web Services Home  Help

To create a subscription, review the pricing information and accept the terms for this software.

Terms and Conditions

iTrinegy Offer

By subscribing to this software, you agree to the pricing terms and the seller's End User

License Agreement (EULA) (2. You also agree and acknowledge that AWS may share

information about this transaction (including your payment terms) with the respective
seller, reseller or underlying provider, as applicable, in accordance with the AWS Privacy
Notice (4. AWS will issue invoices and collect payments from you on behalf of the seller
through your AWS account. Your use of AWS services is subject to the AWS Customer

AAgreement( or other agreement with AWS goveming your use of such services.

hows pricing information for the listed software components. Yo

re charged separately for your use

remains

grayed


https://aws.amazon.com/marketplace

out and the Effective date and Expiration date show the Pending status.

wm v

Partners  Sellin AWS Marketplace  Amazon Web Services Home  Help

ONE NE-ONE

Thank you for subscribing to this product! We are processing your request. X

Det Subscribe

Subscribe to this software

Your subscription to this product is pending and may take a few minutes. You will be notified on this page
when the subscription is complete.

Terms and Conditions
iTrinegy Offer

You have subscribed to this software and agreed that your use of this software is subject to the pricing terms
and the seller’s End User License Agreement (EULA) (. You agreed that AWS may share information about this
transaction (including your payment terms) with the respective seller, reseller or underlying provider, as
applicable, in accordance with the AWS Privacy Notice (. AWS will issue invoices and collect payments from
you on behalf of the seller through your AWS account. Your use of AWS services remains subject to the AWS
Customer Agreement(Z or other agreement with AWS governing your use of such services.

Product Effective date Expiration date

NE-ONE O Pending O Pending

5. Once the subscription has been processed, click Continue to Configuration.

ONE NE-ONE Continue to Configuration

Subscribe

Subscribe to this software

You're subscribed to this software. Please see the terms and pricing details below or click the button above to
configure your software.

Terms and Conditions

iTrinegy Offer

You have subscribed to this software and agreed that your use of this software is subject to the pricing terms

and the seller's End User License ement (EULA) (7. You agreed that AWS may share information about this

transaction (including your payment terms) with the respective seller, reseller or underlying provider, as
applicable, in accordance with the AWS Privacy Notice (7. AWS will issue invoices and collect payments from
you on behalf of the seller through your AWS account. Your use of AWS services remains subject to the AWS
Customer Agreement(Z' or other agreement with AWS governing your use of such services.

Product Effective date Expiration date

NE-ONE 4/6/2022 N/A

6. From the Configure this software page that appears, do the following:
a. Leave the default Fulfillment option set to 64-bit (x86) Amazon Machine Image (AMI).
b. Leave the default Software version set to the latest version.
c. Select an appropriate region from the Region drop-down field.
d. Click Continue to Launch.

ONE NE-ONE e —

< Product Detail Configure

Configure this software

Choose a fulfillment option and software version to launch this software.

Fulfillment option

64-bit (x86) Amazon Machine Image (AMI) v Software Pricing
NE-ONE so/he
Software version Enterprise
2022.01.699 (Nov 04, 2021) v L
Region y
Infrastructure Pricing
US East (N. Virginia) v e 1+ cS.xdarge

Monthly Estimate:  $122.00/month
Use of Local Zones or WaveLength infrastructure deployment may alter your final pricing

Ami Id: ami-082e37¢50fb02615¢
Product Code: ckljmaaygx9vgcsybb77gpuly

Release notes (updated November 4, 2021



7. From the Launch this software page that appears, select Launch through EC2 from the Choose
Action drop-down field, then click Launch.

«r aws marketplace Hello, om v

About v Categories v DeliveryMethods ~  Solutions v AWSIQ v Resources + Partners  Sellin AWS Marketplace  Amazon Web Services Home  Help

ONE NEe-ONE

£ Detai Launch

Launch this software

Review the launch configuration details and follow the instructions to launch this software

Configuration details

Fulfillment option 64-bit (x86) Amazon Machine Image (AMI)
NE-ONE

Software version 202201699

Region US East (N. Virginia)

Choose Action

launch your configuration through the
Launch through EC2 v

Launch

loT Sellin AWS Marketplace

A Launch an instance page appears, containing the following:

« A fixed Summary area on the right containing the summary of the EC2 instance that is being
created with a Launch instance button.

« A scrollable area on the left containing different expandable areas, some of which you need to
configure, will some of which you can leave set to the default values.

Launch an instance w.

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by

¥ Summary
following the simple steps below.
Number of instances info

1
Name and tags info

Software Image (AM
Name NE-ONE 2022.01.718-045bf5d4-be. .read more
dd additional ami-0caGBal5 16017255
Virtual server type (instance type)
cSxlarge
¥ Application and OS Images (Amazon Machine Image) infs Firewall (security group
An AN plate th tains t figur, g system, applica serves )
e s Wockireg or bélow New security group

Q
X
AMI from catalog Recents My AMIs Quick Start
Amazon Machine Image (AMI Q
NE-ONE 2022.01.718-d45bf5d4-be24-4c24- "
Browse more AMIs
9fe1-05200e002063
ami-0¢a66af51¢0f72550 o
vs "
t
Catalog Published Architecture Virtualization Root device ENA Enabled Cancel Launch instance
AWS 2022-03- x86_64 hvm type Yes
Marketplace 23T17:15:07.0 ebs
AMIs o0z
)t 1o this saft
u ! nent 2

8. From the Launch an instance page that appears, do the following:



a. Scroll down to the Name and tags area, and type a desired name (e.g. NE-ONE) in the Name field.

EC2 Instances Launch an instance

Launch an instance i

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by

following the simple steps below.

Name and tags info

Name

| NE-ON[| | Add additional tags

b. Scroll down to and expand the Instance type area, and select c5.xlarge from the Instance type
drop-down field.

¥ Instance type info

Instance type

¢5.xlarge v Compare instance types
Family:¢5  4vCPU 8 GiB Memory

The AMI vendor recommends using a c5.xlarge instance (or larger) for the best experience with this product

c. From the Select an existing key pair or create a new key pair dialog box that appears, either
select Create a new key pair or use a key you currently have access to.

d. Scroll down to and expand the Key pair (login) area, then click the Create new key pair link.

v Key pair (login) infe
Ye

a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch

Key pair name - required

v G Create new key pair

e. From the Create key pair dialog box that appears, type a desired key pair name (e.g. NE-ONE) in
the Key pair name field, leave the Key pair type radio button set to RSA, leave the Private key
file format radio button set to .pem, then click the Create key pair button.

Create key pair X

Key pairs allow you to connect to your instance securely.

Enter the name of the key pair below. When prompted, store the private key in a secure
and accessible location on your computer. You will need it later to connect to your
instance. Learn more [

Key pair name

The name can include upto 255 ASCII characters. It can't include leading or trailing spaces.

Key pair type
O RsA

RSA encrypted private and public key pair
ED25519
ED25519 encrypted private and public key pair (Not supported for Windows instances)

Private key file format

© .pem

For use with OpenSSH

.ppk

For use with PuTTY

Sameel m




The Create key pair dialog box closes, and you are returned to the Create key pair dialog area of
the Launch an instance page, which is now has the Key pair name drop-down field populated
with the key pair you just created.

f.  Scroll down to and expand the Network settings area.
The Network settings area expands, with an Edit button at the top right.

¥ Network settings

Network

vpc-4¢52b425

Subnet

No preference (Default subnet in any availability zone)
Auto-assign public IP

Enable

Firewall (security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach yo

© Create security group Select existing security group

We'll create a new security group called ‘'NE-ONE Enterprise-2022.01.699-AutogenByAWSMP--1' with the
following rules:

Allow SSH traffic from Anywhere

Recommended rule from AMI GHa X

Allow CUSTOMUDP naff;: from Anywhere v

Recommended rule fro \ 0.0.0/0

Allow HTTPs traffic from the internet
To set up an endpoint, for example when creating a web server

Allow HTTP traffic from the internet

p an endpoint, for example when creating a web server

A\ Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addresses only.

g. Inthe expanded Network settings area, click the Edit button, then do the following:

¥ Network settings

VPC - required Infa

vpc-05f6b12be6dd6635h (NE-ONE VPC) o (%)
10.0.0.0/16

Subnet Info

Management (10.0.100.0) (@ Create new subnet
. 4

Auto-assign public IP info
Disable v

Firewall (security groups) Info

rity group is a set of firewall rules that control the traffic for your instance. Add rules to alloy

ic traffic to reach you

© Create security group Select existing security group

Security group name - required

NE-ONE Enterprise-2022.01.699-AutogenByAWSMP--2

es. The name can't be edited after the security group is created. Max length s
10%.@0+=8 018

Description - required Info

This security group was generated by AWS Marketplace and is based on recommend

Inbound security groups rules

¥ Security group rule 1 (TCP, 22, 0.0.0.0/0)

In the VPC - required drop-down field, select the VPC that you previously created in VPC
Configurationon page 11.
In the Subnet drop-down field, select the Management Subnet you previously created in Subnet
Configuration on page 13.



h.

In the expanded Network settings area, enable the Select existing security group radio
button, then select the NE-ONE SG Security Group that you previously created in Security
Groups on page 15.

Firewall (security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

Create security group ‘ © Select existing security group |

Common security groups Info

& G Compare security
group rules
a |
launch-w 5g-0059e282e1c3f8f93
VPC: vpe-t e6dd6635D srfaces.
NE-O -2022.01.699-AutogenByAWSMP--1  sg-035a2ad873a188b4de
VPC: s dd66350
NE-ONE sg-07a50307bd6e01b04
PC: vpc
&Ii{au}i [ 5g-081b451770c4c2bb2 Advanced
NE-ONE 01-699-AutogenByAWSMP-1  5g-0e57b4f16f10d86d2
VPC: vpc-05f6h1 2be6dd6635h

Leave the default settings unchanged in the other Application and OS Images (Amazon
Machine Image), Configure storage and Advanced details areas of the Launch an instance
page.

In the Summary area click the Launch instance button.

The NE-ONE EC2 instance is now running on the AMI, and will become on-line.



3-3. Attach the Network Interfaces to the NE-ONE EC2 Instance

Once the NE-ONE EC2 instance has come on-line, you must attach all of the previously created Network
Interfaces to the NE-ONE EC2 instance. Use the following steps to connect all of the previously created
Network Interfaces to the running NE-ONE EC2 instance.

This procedure only needs to be done once. The only reason you need to re-do the steps below is
if the Network Interfaces you created get removed. In which case, you would re-create the
Network Interfaces and attach them again.

1. Click the Services drop-down menu.
2. From the variety of different services provided, select EC2 from within the Compute category.

You can search for EC2 either by finding it under the Compute category or by using the search bar.
3. From the EC2 sidebar, select Instances.
4—  Instance ID () oo | o~ ] oo

Instance summary for i-011ada00a2d37253b (NE-ONE) C | comeat

az

) o e o o 126 open adess

Z oo

®

o 126 bl ) o

@ a

4. Note down the Instance ID of the NE-ONE EC2 instance, as you will need this when attaching the
Network Interfaces.

5. From the EC2 sidebar, click on Network Interfaces under Network and Security.
¥ Network & Security

Security Groups

Placement Groups

Key Pairs

A list of Network Interfaces appear, from within the Network Interfaces area under Network and
Security.
[C] [reem ~ | IR

Status Public IPva address

6. From the list of Network Interfaces appear, do the following for each of the Network Interfaces that
you need to attach to the NE-ONE EC2 instance:

a. Select the appropriate Network Interface from the list.



b. Click on Actions and then Attach.

Attach network interface

Network interface

eni-007c¢7746a0a317f2d

Instance

i-011adad0a2d37253b

c. Select the NE-ONE EC2 instance that you identified in step 4, and click Attach.

7. Once all of the necessary Network Interfaces are attached the NE-ONE EC2 instance, you need to
reboot the NE-ONE EC2 instance in order to bring the attached Network Interfaces on-line. To do
this navigate back to your instances (i.e. EC sidebar > Instances), right click on the NE-ONE EC2
instance and select Reboot Instance and then click Reboot.

Instances (1/1) info

Q

Name v Instance ID Instance state ¥

Instance type v Status check

Alarm status

[0 Ccomen ) [ ][+ I
1 @

Availability Zone ¥ Public IPv4 DNS v PubliclPvd.. v  ElasticIP v W

= -0f71decc162d8781 © Running @Q

c5xlarge

[—

eu-west-2a = = = =

Launch instances

v

Instance: i-0f71decc16f2d8781

Select an instance above

Details Security Networking Storage Status checks

¥ Instance summary Info
Instance ID

i-0f71decc162da781

IPV6 address

Hostname type

1P name: ip-10-0-100-120.eu-west-2.compute.internal

Instance type

Launch instance from template
Migrate a server
Connect

Stop instance

Reboot instance

Terminate instance
Instance settings
Networking

Security -
Image and templates -

Monitoring 1

Monitor and troubleshoot

Public IPv4 address

Instance state
@ Running

Private IP DNS name (IPv4 only)

ip-10-0-100-120.eu-west-2.compute.internal

Elastic IP addresses

Private IPv4 addresses

10.0.100.120

Public IPv4 DNS

Answer private resource DNS name
1Pv4 (A)

VPCID

You can also reboot the NE-ONE EC2 instance, by clicking on the NE-ONE EC2 instance (i.e.
drilling down one extra level within the AWS interface) and select Reboot from the Instance state

menu.

y for -011ada00a2d37253b (NE-ONE) 1o

more

P Reboot is within the
Instance state menu

Once the NE-ONE EC2 instance is rebooted after attaching the Network Interfaces, the NE-ONE is
on-line and ready for use. You must now make the NE-ONE Web Interface accessible using the steps
described in Making the NE-ONE Web Interface Accessible.



4. MAKING THE NE-ONE WEB INTERFACE ACCESSIBLE
Once the NE-ONE is on-line and ready for use, you must use one of the following methods to make the
Web Interface accessible:

« Attach the Management Subnet to an Internet Gateway and set up routing to allow external traffic to
connect over the Internet.

« Usethe AWS VPN
o Create a Jump Host instance in the same VPC

In this Installation Guide we will create an Internet Gateway and configure the routing to allow
connecting to the Web Interface over the Internet. The use of an AWS VPN and creating a Jump
Host instance are beyond the scope of this Installation Guide. For more information on using an
AWS VPN or creating a Jump Host instance, contact Calnex Support, or your Support
Representative.

4-1. Creating the Internet Gateway

Use the following steps to create an Internet Gateway and configure the routing to allow connecting to
the Web Interface over the Internet:

1. Click the Services drop-down menu.

2. From the variety of different services provided, select VPC from within the Networking & Content
Delivery.

You can search for VPC either by finding it under the Networking & Content Delivery category
or by using the search bar.

On the left hand side of the screen is a sidebar, which allows you to navigate around the VPC service

screen.
3. Onthe VPC sidebar, click on Internet Gateways.
| [ crente internet aateway TS
nternet gateways (1/1) info Actions v | [ ateway |
Q 1 @
Name Internet gateway ID State VPCID Owner
-B igw-1cc94975 © Attached vpc-8f63ele6 589416388752 ‘
 VIRTUAL PRIVATE
cLoun
Your VPCs
Subnets
Route Table:
EE &
igw-1cc94975
Tags
Details
ntemet gateway ID State VPCID Owner
igw-1cc94975 © Attached vpc-8f63ele6 589416388752

¥ NETWORK ANALYSIS

Reachability Analyzer

4. Click on Create Internet Gateway.
5. From the Internet gateway settings page that appears, specify the Internet Gateway name tag in



the Name tag field (e.g. NE-ONE IGW) and click Create internet gateway.

Internet gateway settings

Mame tag
Creates a

tag with 2 key of 'Mame’ and a value that you specify.

| ME-OMNE I1G'W

Tags - optional
Atagis a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources of track your AWS costs.

Key

Q, Mame

Value - optional

X Q, ME-ONME IGW

Add new tag

You can add 49 more tags.

x

Cancel

Create internet gateway

The newly created Internet Gateway is created and listed the Internet gateways area of the AWS

interface.

© New VPC Experience
Tell s wht you tink

VPC Dashboard

EC2 Global View
Filter by VPC:

Q selecta VPC

 VIRTUAL PRIVATE
cLoun

Your VPCs
Subnets

Route Tables
Internet Gateways

Egress Only Internet
Gateways

Carrier Gateways
DHCP Options Sets
Elastic IPs
Managed Prefix Lists
Endpoints
Endpoint Services
NAT Gateways
Peering Connections

¥ SECURITY
Network ACLs

Security Groups

Internet gateways (1/1) info

(0] [~ ) DT ©
1 @

Q
q Name v Internet gateway ID v State VPCID v Owner v
NE-ONE IGW igw-003829eae31871227 @ Attached Vpc-05f6b12be6dd6635b | NE-ONE VPC 589416388752 ‘
- E = @
igw-003829eae31871227 / NE-ONE IGW
Details | Tags
Details
Internet gateway ID State VPCID Owner
igw-003829eae31871227 © Attached VpC-05f6b12be6dd6635b | NE-ONE VPC 589416388752

6. Once the Internet Gateway has been created, select it and select Actions and then Attach to VPC.

7. From the VPC dialog box that appears, select the VPC you created previously in VPC Configuration
on page 11 and the click Attach internet gateway.

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Ayailable VPCs

Attach the intermet gateway to this VPC

Q, vpc-05feb12bebddEa35h

P AWS Command Line Interface command

Cancel

Attach internet gateway

8. Navigate to Route Tables on the VPC sidebar, and select the existing route table.



9. Inthe bottom window, select Routes and then Edit Routes.

rtb-0cc5e262b06354b90

Details Routes Subnet associations Edge assaciations Route propagation Tags

Edit routes
1

Routes (1)

Q

Destination Target Status Propagated

10.0.0.0/16 local

10.Click Add Route, select 0.0.0.0/0 as the Destination and then the Internet Gateway that you
created in step 5 as the Target. Then click Save Changes.

Destination Target
10.0.0.0/16 Q, local X
Q 0.0.0.0/0 x Q igw-003829eae31871227 *

11.In the bottom window, select Subnet associations, and then Edit subnet associations.

12.From the Available subnets page that appears, tick the check box associated with the Management
Subnet you previously created in Subnet Configuration on page 13.

13.Click Save associations.

4-2. Assigning an Elastic IP address

1. Click the Services drop-down menu.
2. From the variety of different services provided, select EC2 from within the Compute category.

You can search for EC2 either by finding it under the Compute category or by using the search bar.

3. From the EC2 sidebar, click on Network Interfaces under Network and Security.
¥ Network & Security

Security Groups
Elastic IPs
Placement Groups
Key Pairs

Metwork Interfaces

4. Note down the Network interface ID of the management port (it will be of the format eni-NNNNN,



and have the default description Primary network interface).

Network interfaces (1/3) info

ECAIRTEIRA oo oo oartce |

|Network interface IDI

Q 1 (o]
-} Name v Network interface ID Subnet ID v VPCID v Availability Zone ¥ Security groups ¥ Interface Type v Description
- eni-03b9b65e25e2bfaBogg  subnet-0e7250e9f0ecchd7a [4 vpc-05f6b12be6dd6635b [4 eu-west-2a NE-ONE SG Elastic network interface Port0
- 121495 ] sub db39c0c2a8bfb30 [4 vpc-05f6b12be6dd6635b [4 eu-west-2a NE-ONE SG Elastic network interface Primary network interface
- eni-07c22f453fcee99cd subnet-0222e9e93eb0591db [4 vpc-05f6b12be6dd6635b [ eu-west-2a NE-ONE SG Elastic network interface Port 1

5. From the EC2 sidebar, click on Elastic IPs under Network and Security, and then click Allocate
Elastic IP address.

6. From the Allocate Elastic IP address dialog box that appears, leave the settings as default and click
Allocate.

Allocate Elastic IP address .«

Elastic IP address settings info

Network Border Group Info

Q eu-west-2 X

Public IPv4 address pool
© Amazon's pool of IPv4 addresses

Learn more[4
Learn more[A

Global static IP addresses

AWS Global Accelerator can provide global static IP addresses that are announced worldwide using anycast from AWS edge locations. This
can help improve the availability and latency for your user traffic by using the Amazon global network. Learn mureE

‘ Create accelerator [A

Tags - optional
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

No tags associated with the resource.

Add new tag

You can add up to 50 more tag




A newly created elastic IP address appears in the Elastic IP addresses area of the AWS interface.

Elastic IP addresses (1/1) Allocate Elastic IP address
Q 1 @
Name v Allocated IPv4 add... ¥ Type v Allocation ID v Reverse DNS record v Associated instance ID ¥ Private IP address
= 371171166 Public IP eipalloc-00bd8416b68a414b5 - - =
y
= E = &
371171166
Summary | Tags
Summary
Allocated IPv4 address Type Allocation ID Reverse DNS record
3.71.171.166 Public IP eipalloc-00bd8416b68a414b5

Select the newly created elastic IP address, click on Actions and then Associate Elastic IP address.

(O] [ = |

View detail
iew details 1 @

Release Elastic IP addresses

‘ Associate Elastic IP address ‘

In the Associate Elastic IP address dialog box that appears, do the following:
a. Select Network Interface as the Resource type.
b. Inthe Network interface field, type the Network Interface ID you noted down during step 4.
c. Click Associate.
Associate Elastic IP address

Choose the instance or network interface to associate to this Elastic IP address (3.11.48.79)
Elastic IP address: 3.11.48.79

Resource type
Choose the type of resource with which to associate the Elastic IP address.

Instance

© Network interface

M\ If you associate an Elastic IP address to an instance that already has an Elastic IP address associated, this
previously associated Elastic IP address will be disassociated but still allocated to your account. Learn more[4

MNetwork interface
Q, eni-07c22f453fcee99cd X

Private IP address
The private IP address with which to associate the Elastic IP address.

Q

Reassociation
Specify whether the Elastic IP address can be reassociated with a different resource if it already associated with a resource.

Allow this Elastic IP address to be reassociated




9. Navigating back to the instances (EC2 sidebar > Instances), the NE-ONE instance will now have an
Elastic IP assigned, which can now be used to connect to the NE-ONE Web Interface.

< ¢— | Instance ID - -
R— ) o] o= ] e
o : s

Elastic IP address
|

The changes to the NE-ONE instance take immediate effect. You do not need to reboot the NE-
ONE instance.

The default login for the NE-ONE Web Interface will be admin for the username, along with your
Instance ID for the password. Upon logging in to the Web Interface for the first time, you will be
prompted to specify a new password.

From the NE-ONE Web Interface you can now apply the license key supplied to you by Calnex
Support or your Support Representative. For more information how to use the NE-ONE Web
Interface and licensing the NE-ONE Web Interface, refer to the NE-ONE User and Administration
Guide.
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Revision History

30/03/2022 Revision 1 Initial 2022 Release.

06/04/2022 Revision 2 Minor updates

24/06/2022 Revision 3 Updates for Calnex re-branding and AWS interface
changes.

User Feedback

To help us continually improve the quality of this Technical Publication, we appreciate your input. Please
answer the following questions, and fax or mail the completed questionnaire back to the address noted
in Contact Information on page 6.

1. Is this Technical Publication easy to use?

2. lIsthe information presented in a clear and logical way?

3. Isthe information accurate?

4. Would you like to see instructions for any additional procedures? Please list them in the space below.

5. Is there something you do not like about this Technical Publication ?
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